Russian developers and German
engineers: Industrial 10T synergy for
digital transformation.
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Part I. Cyber Immunity
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Top 3 business FIECRGHE),
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Political risks and violence 1
11I
12
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Source: Allianz risk barometer (2013-2021)
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Source: AMR research team report, Kaspersky (2020)
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From cybersecurity to Cyber Immunity

Traditional Secure-By-Design
(Cyber Immunity)

(cybersecurity)

Endless vulnerability / Defined by product goal
antidot race and security objective

Virus/antivirus, USB attack/device control, email Microkernel, isolated domains, security

fishing /email protection, DDoS/DDoS prevention policies
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To assess and implement

scientific heritage
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Cyber Immunity is BiEIER\ =50 E

Prediction & investments = Cyber Immunity history

2017 s 2019 2020 2021 2022 2023

Industrial . Cyber | S 1st Cyber Family of New areas
use cases " Immunity Immune Cyber ,
introduction product (lloT) Immune Automotive
i m products Thin Client
i (IloT)

Mobile

£ Covid-19

Hnesae Human Immunity

Challenge
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March 2021 April 2021

indushicl infemet ARC Answers fo industry
CONSORTIUM Advisory’Group
IIC Whitepaper ARC Whitepaper
MILS Architectural Approach From cyber security to cyber immunity in lloT
Supporting

“Cyber Immunity could be the foundation to unleash

Trustworthiness of the o A :
secure digital transformation in the industry.”

lloT Solutions

Rance J. DeLong (The Open Group); Ekaterina Thomas Menze, Senior Consultant Industrial
Rudina (Kaspersky)
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Part Il. Trusted data
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Potential lloT

MindSphere agent

Internal file VFS SD card driver External file VFS

1/O subsystem
Internal storage manager External storage manager

t

1

Broker MindSphere agent

1/O subsystem int 1/O subsystem ext

Network Driver Network Driver
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Part lll. Business value
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Digital

CNC tooling stableness

Client-centric production

OEE monitor

Stagel. Advanced Stage 2. Predictive Step 3. New business

monitoring services model
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Digital transformation (based on

CraHkoMawKomnnekc

TBEPCKOW CTaHKOCTPOUTENLHLIA 3280

Full video

https://www.youtube.com/watch?v=ABQfxLQ6cpc
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Next steps for your [IICIRIN{EY

STEP 1 STEP 2 Configuration STEP 3
Connection Digital App. start

Connection settings up,

Industrial data examination, Advanced monitoring, predictive

Industrial sources linkage with lloT : :
maintenance, anomaly detection,
platform

MindSphere access, etc.

KISG 100 connection to industrial
assets
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Thank you!
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